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DETAILED ACTION 

Claims 1-49 have been examined. 

Specification 

1 . The abstract of the disclosure is objected to because the language should not repeat information 
given in the title. Correction is required. See MPEP § 608.01(b). 

2. The disclosure is objected to because of the following informalities: 37 CFR 1.74. Reference to 
drawings. When there are drawings, there shall be a brief description of the several views of the 
drawings and the detailed description of the invention shall refer to the different views by specifying the 
numbers of the figures, and to the different parts by use of reference letters or numerals (preferably the 
latter). The detailed description of the specification does not refer to any of the drawings listed in the 
"Brief Description of Drawings". 

Appropriate correction is required. 

Claim Objections 

3. Applicant is advised that should independent claims 1 ,4,9 be found allowable, their respective 
dependent claims 3,6,11,15,17 will be objected to under 37 CFR 1.75 as being a substantial duplicate 
thereof. When two claims in an application are duplicates or else are so close in content that they both 
cover the same thing, despite a slight difference in wording, it is proper after allowing one claim to object 
to the other as being a substantial duplicate of the allowed claim. See MPEP § 706.03(k). 

4. Claim 35 is objected to because of the following informalities: Note line 5, "a plurality of one or 
more or wide area" is apparently "a plurality of one or more wide area". 

5. Claim 37 is objected to because of the following informalities: Note line 1 , "plurality of one of 
more" is apparently "plurality of one or more". 

6. Claim 38 is objected to because of the following informalities: Note line 1 , "plurality of one of 
more" is apparently "plurality of one or more". 



Application/Control Number: 10/070,339 
Art Unit: 2153 



Page 3 



7. Appropriate correction is required. 

Claim Rejections - 35 USC §112 

8. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

9. Claims 42,45 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for failing 
to particularly point out and distinctly claim the subject matter which applicant regards as the invention. 

It is unclear how a first packet and a second can be the same packet. Does the Applicant mean 
the same type of measurement packet (e.g. packet measuring data loss, packet measuring delay)? The 
Examiner will interpret the "same packet" as being the same type of measuring packet (i.e. packet 
measuring data loss, packet measuring delay). 

Claim Rejections - 35 USC § 102 

10. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis for 
the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

11. Claims 1-11,13-14,16-17,21,24-28,31,34-49 are rejected under 35 U.S.C. 102(b) as being 
anticipated by Chen et al. (US 5,793,976), herein referred to as Chen. 

As per claims 9,1,4,39, Chen discloses a method for communicating data within measurement 
traffic, the method comprising: 

sending a first plurality of one or more measurement packets over a first plurality of one or more 
paths, each of the first plurality of one or more paths traversing at least a portion of an internetwork (see 
column 7, lines 6-16, where a plurality of management packets (i.e. measurement packets) are sent over 
a network to measure performance parameters such as packet delay and packet loss rate), and each of 
the first plurality of one or more measurement packets including: 
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information for a receiver of the measurement packet to compute measurements of performance 
characteristics of at least a portion of the path of the measurement packet (see column 7, lines 17-27, 
where switches and routers that receive the measurement packet can use the management packet to 
compute performance characteristics such as packet delay and packet loss), data including one or more 
of measurement statistics, a generic communication channel, network information, and control data 
directing a receiver of the measurement packet to change one or more configuration parameters of the 
receiver (see column 7, lines 17-27, where data including at least network information (e.g. packet delay 
and packet loss) is collected), 

receiving a second plurality of one or more measurement packets over a second plurality of one 
or more paths, each of the second plurality of one or more paths traversing at least a portion of an 
internetwork (see column 7, lines 6-8, where the measurement packets can be used to measure end-to- 
end QOS experienced by a user along any virtual connection implying a second plurality of one or more 
measurements packets and a second plurality of one or more paths (i.e. different user along a different 
path)), and each of the second plurality of one or more measurement packets including: 

information for a receiver of the measurement packet to compute measurements of performance 
characteristics of at least a portion of the path of the measurement packet (see column 7, lines 17-27, 
where a second path for a second user can include switches and routers that receive the measurement 
packet can use the management packet to compute performance characteristics such as packet delay 
and packet loss), and data including one or more of measurement statistics, a generic communication 
channel, network information, and control data directing a receiver of the measurement packet to change 
one or more configuration parameters of the receiver (see column 7, lines 17-27, where data including at 
least network information (e.g. packet delay and packet loss) is collected). 

As per claims 2,5,10, Chen further discloses that the measurements of performance 
characteristics include one-way measurements (see Fig. 2, showing packet delay in a one-way direction 
(i.e. packet travels from node 1, to node 2, to node 3). 
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As per claims 3,6, 1 1 , Chen further discloses that the data includes measurement statistics (see 
column 7, lines 50-57, where the accumulation of delay and packet loss are considered measurement 
statistics). 

As per claims 7,21, Chen further discloses analyzing of the measurement packet based on a 
dynamic algorithm, the dynamic algorithm computing computed statistics on one or more of the 
measurements of performance characteristics of at least a portion of the path of the measurement packet 
(see column 7, lines 50-64, where additional codes can be defined for dynamically monitoring other 
performance parameters). 

As per claims 8,26, Chen further discloses that a subset of the plurality of one or more paths is 
selected based at least in part on at least one of: one or more of the measurement statistics from the 
measurement packet and one or more of the computed statistics (see column 2, lines 5-14, where 
measurement statistics can allow providers to select a subset of one of the paths to diagnose). 

As per claim 13, Chen further discloses that the measurement statistics are at least partly 
responsive to delay (see column 7, lines 50-57). 

As per claim 14, Chen further discloses that the measurement statistics are at least partly 
responsive to loss (see column 7, lines 50-57). 

As per claim 16, Chen further discloses that the data includes a generic communication channel 
(see column 9, lines 58-62). 

As per claim 17, Chen further discloses that the data includes network information (see column 7, 
lines 17-27). 

As per claim 24, Chen further discloses that the computed statistics are at least partly 
recomputed upon the arrival of every measurement packet (see column 7, lines 50-57). 

As per claim 25, Chen further discloses that the computed statistics are at least partly on 
measurement statistics from the measurement packet (see column 7, lines 6-16). 

As per claim 27, Chen further discloses that the subset of the plurality of one or more paths is 
based at least partly on the position of paths in a ranking (see column 2, lines 5-14, where the paths that 
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are troubled will be diagnosed before those paths that are working fine; that is the troubled paths are 
ranked higher than the working paths). 

As per claim 28, Chen further discloses that the ranking is at least partly based on one or more of 
the measurement statistics included as data in the measurement packet (see column 7, lines 6-16). 

As per claim 31 , Chen further discloses that the subset of plurality of one or more paths is based 
at least partly on applying one or more thresholds to at least one of the measurements statistics included 
as data in the measurement packet (see column 1, lines 50-55, where a QOS threshold is checked to 
insure users maintain a certain QOS agreement). 

As per claim 34, Chen further discloses that the plurality of one or more paths is at least partly 
implemented with at least one of a frame relay PVC, an ATM PVC, and MPLS (see column 1 , lines 29- 
32). 

As per claim 35, Chen further discloses that the internetwork is a plurality of one or more 
subnetworks, including at least one of a plurality of one or more VPNs; an overlay network; a plurality of 
one or more BGP autonomous systems; a plurality of one or more local area networks; a plurality of one 
or more metropolitan area networks; and a plurality of one or more wide area networks (see column 1 , 
lines 29-32). 

As per claim 36, Chen further discloses that the measurement packet sizes and times between 
measurement packets simulate the traffic pattern of a plurality of one or more applications (see column 1 , 
lines 51-58). 

As per claim 37, Chen further discloses that the plurality of one or more applications includes 
voice applications (see column 1, lines 51-58). 

As per claim 38, Chen further discloses that the plurality of one or more applications includes 
video applications (see column 1, lines 24-27). 

As per claim 40, Chen further discloses that the plurality of one or more devices includes a first 
sub-plurality of one or more devices, wherein the first sub-plurality of one or more devices sends one or 
more of the first plurality of one or more measurement packets (see Fig. 2, showing how switches send 
the measurement packets). 
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As per claim 41, Chen further discloses wherein the plurality of one or more devices includes a 
second sub-plurality of one or more devices, wherein the second sub-plurality of one or more devices 
receives one or more of a second plurality of one or more measurement packets over a second plurality 
of one or more paths, each of the second plurality of one or more paths traversing at least a portion of the 
internetwork (see column 7, lines 6-8, where the measurement packets can be used to measure end-to- 
end QOS experienced by a user along any virtual connection implying a second plurality of one or more 
measurements packets and a second plurality of one or more paths (i.e. different user along a different 
path)), each of the second plurality of one or more measurement packets including: 

information for a receiver of the measurement packet to compute measurements of performance 
characteristics of at least a portion of the path of the measurement packet (see column 7, lines 17-27, 
where switches and routers that receive the measurement packet can use the management packet to 
compute performance characteristics such as packet delay and packet loss), 

data including one or more of measurement statistics, . a generic communication channel, network 
information, and control data directing a receiver of the measurement packet to change one or more 
configuration parameters of the receiver (see column 7, lines 17-27, where data including at least network 
information (e.g. packet delay and packet loss) is collected). 

As per claims 42,45,47,49, Chen discloses that at least one of the first plurality of one or more 
measurement packets and at least one of the second plurality of one or more measurement packets are 
the same packet (see Fig. 2, showing packet measuring delay, where column 7, lines 6-8, describes the 
measurement packets can be used to measure end-to-end QOS experienced by a user along any virtual 
connection implying a second plurality of one or more measurements packets and a second plurality of 
one or more paths (i.e. different user along a different path)). 

As per claim 43, Chen discloses that at least one of the plurality of one or more devices receives 
one or more of the first plurality of one or more measurement packets (see Fig. 2). 

As per claim 44, Chen discloses that the plurality of one or more devices includes a first sub- 
plurality of one or more devices, wherein the first sub-plurality of one or more devices receives one or 
more of a second plurality of one or more measurement packets over a second plurality of one or more 
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paths and sends one or more of the first plurality of one or more measurement packets, each of the 
second plurality of one or more paths traversing at least a portion of the internetwork (see column 7, lines 
6-8, where the measurement packets can be used to measure end-to-end QOS experienced by a user 
along any virtual connection implying a second plurality of one or more measurements packets and a 
second plurality of one or more paths (i.e. different user along a different path), furthermore some of the 
same devices are traversed considering the performance parameters go to the same performance 
monitoring system (see column 7, lines 8-10)), each of the second plurality of one or more measurement 
packets including: 

information for a receiver of the measurement packet to compute measurements of performance 
characteristics of at least a portion of the path of the measurement packet (see column 7, lines 17-27), 

data including one or more of measurement statistics, a generic communication channel, network 
information, and control data directing a receiver of the measurement packet to change one or more 
configuration parameters of the receiver (see column 7, lines 17-27). 

As per claim 46, Chen further discloses that the plurality of one or more devices includes a 
second sub-plurality of one or more devices, wherein the second sub-plurality of one or more devices 
sends one or more of the first plurality of one or more measurement packets (see Fig. 2, showing packet 
measuring delay, where column 7, lines 6-8, describes the measurement packets can be used to 
measure end-to-end QOS experienced by a user along any virtual connection implying a second plurality 
of one or more measurements packets and a second plurality of one or more paths (i.e. different user 
along a different path)). 

As per claim 48, Chen further discloses that the plurality of one or more devices includes a 
second sub-plurality of one or more devices, wherein the second sub-plurality of one or more devices 
receives one or more of the second plurality of one or more measurement packets (see Fig. 2, showing 
packet measuring delay, where column 7, lines 6-8, describes the measurement packets can be used to 
measure end-to-end QOS experienced by a user along any virtual connection implying a second plurality 
of one or more measurements packets and a second plurality of one or more paths (i. e. different user 
along a different path)). 
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Claim Rejections - 35 (JSC §103 

12. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all obviousness 

rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not b*e negatived by the manner in which the invention was made. 

13. Claims 12,15,18,22,29-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over Chen 
as applied to claim 11 above, and further in view of Kompella et al. (US 5,892,754), herein referred to as 
Kompella. 

As per claim 12, although the system disclosed by Chen shows substantial features of the 
claimed invention (discussed above), it fails to disclose that the measurement statistics are at least partly 
responsive to jitter. 

Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Chen, as evidenced by Kompella. 

In an analogous art, Kompella discloses a control system that receives information and measures 
QoS and changes controls based on the measured network parameters (see Abstract). Further, 
Kompella discloses that one of the measurement statistics is at least partly responsive to jitter (see 
column 7, lines 44-49). 

Given the teaching of Kompella, a person having ordinary skill in the art would have readily 
recognized the desirability and advantages of modifying Chen by employing jitter measurements, such as 
disclosed by Kompella, in order to gather measurements to adjust the flow control of QoS. 

As per claim 15, Kompella further discloses control directing a receiver of the measurement 
packet to change one or more configuration parameters of the receiver (see column 8, lines 40-50). 

As per claim 18, Chen in view of Kompella further disclose that the data is embedded in multiple 
measurement packets (see Chen, Figs. 2,3,4) that are sent over multiple paths for improved 
communication performance, including redundancy and shorter transmission time (see Kompella column 
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5, lines 21-34, where redundancy and possible shorter transmission time are implied with the use of 
multiple paths). 

As .per claim 22, Kompella further discloses that the algorithm computes averages of the 
measurements, including at least one of a moving average, an average based on the Robbins-Moro 
estimator, a window-based average, and a bucket-based average (see column 5, lines 62-65, describing 
a window based average). 

As per claim 29, Kompella further discloses that the subset of the plurality of one or more paths is 
based at least partly on a probability associated with each path of the plurality of one or more paths (see 
column 5, lines 60-65 and column 6, lines 20-25, where the selected paths are based on a probability 
because the QOS parameters are averaged, which implies a probable connection to satisfy the QOS). 

As per claim 30, Chen in view of Kompella further discloses that the probability of each path of 
the plurality of one or more paths is at least partly based on one or more of the measurement statistics 
included as data in the measurement packet (see Kompella column 5, lines 62-65, describing the 
collection of measurement statistics and Chen column 7, lines 17-27, describing the use of a 
measurement packet). 

14. Claim 20 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chen as applied to claim 
9 above, and further in view of Ofeck et at. (US 6,385,198), herein referred to as Ofeck. 

Although the system disclosed by Chen shows that a clock referred to by a sender of the 
measurement packet and a clock referred to by the receiver of the measurement packet are synchronized 
(see column 3, lines 27-38, describing how synchronized clocks would allow an end-point to measure the 
a delay time), it fails to disclose the synchronization method including at least one or more of GPS, NTP, 
IRIG, and NIST). 

Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Chen, as evidenced by Ofeck. . 

In an analogous art, Ofeck discloses a system for passing messages between switches (see 
Abstract), where the switches are synchronized using GPS (see column 3, lines 18-26). 
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Given the teaching of Ofeck, a person having ordinary skill in the art would have readily 
recognized the desirability and advantages of modifying Chen by employing synchronization of routers 
using GPS, such as disclosed by Ofeck, in order to get a common time reference for switches. 

15. Claims 19,23,32-33 are rejected under 35 U.S.C, 103(a) as being unpatentable over Chen as 
applied to claim 9 above, and further in view of Vaid et al. (US 6,078,953), herein referred to as Vaid. 

As per claim 19, although the system disclosed by Chen shows substantial features of the 
claimed invention (discussed above), it fails to disclose that the measurement packets are at least one of 
encrypted and digitally signed. 

Nonetheless, these features are well known in the art and would have been an obvious 
modification of the system disclosed by Chen, as evidenced by Vaid. 

In an analogous art, Vaid discloses a system that can receive packets and measure the quality of 
service related to those packets (see column 16, lines 18-21 and lines 29-38, describing how incoming 
packets are measured based on measurement statistics). Further showing that the measurement 
packets are at least one of encrypted and digitally signed (see column 17, lines 32-36, where the packets 
can be using IPSEC which inherently suggests an encrypted packet). 

Given the teaching of Vaid, a person having ordinary skill in the art would have readily recognized 
the desirability and advantages of modifying Chen by employing encrypted packets, such as disclosed by 
Vaid, in order to measure performance characteristics through firewalls. 

As per claim 23, Vaid further discloses that the algorithm is at least partly specified through an 
external API (see column 12, lines 51-56, showing that the measurement algorithm is partly specified 
though an API). 

As per claim 32, Vaid further discloses that the measurement packets at least partly rely on UDP 
(see column 17, lines 42-48). 

As per claim 33, Vaid further discloses that at least one of the plurality of paths is at least partly 
implemented with at least one of a GRE tunnel and an IPSEC tunnel (see column 17, lines 32-36). 
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Conclusion 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Philip J. Chea whose telephone number is 571-272-3951 . The examiner can normally be 
reached on M-F 6:30-4:00 (1 st Friday Off). 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Glenn Burgess can be reached on 571-272-3949. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 

Philip J Chea 
Examiner 
Art Unit 2153 

PJC 11/8/07 , 
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